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Bao mat. Manh mé. Bon gian. —

Céc thiét bj twdng Itra Check Point danh
cho t6 chirc/doanh nghiép vira va nhé co
hiéu vwot troi, tich hop day du cac tinh
nang nhw Twong Ira, VPN, AntiVirus,
Application Control, URL Filtering, Email
Security va SandBlast bao vé chéng cac
hiém hoa m&i. Tat ca dwoc tbng hop vao
mot thiét bj thiét bi nhd gon, ciu hinh va
quan ly don gian

Tang cwong kha nang bao mat cho cac té6 chirc/doanh nghiép
vira va nhé v&i nang lwc bao mat cao cap nhat

BAO MAT MANH ME PON GIAN

Ti 1& ng&n chan 1&n dén Tang gap doi hiéu ning cla Zero Touch hd tro' trién
100%, dwoc khuyén nghi thiét bi, thong lwong twong khai thiét bi vé cung
béi NSS véi hé diéu Itra 1én dén 4Gbps va khi bat nhanh chéng, quan thiét
hanh R80 day da cac tinh néng bao bi bang &ng dung di
mat la 660Mbps dong hoadc cdng quan tri

tap trung
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DIEM NOI BAT
Bao mat nang cao, hiéu nang vwort trdi

Dong thiét bi twerng Ilra Check Point 1500 cung cép giai phap bao mat toan dién, tat ca trong mét béo vé cac té chirc/doanh nghiép
vira va nhd khéi cac hiém hoa tdn cong mang va danh cap dir liéu.

Bao mat toan dién
< Next Generation Firewall
« Site-to-Site VPN
< Remote Access VPN
Application Control and Web Filtering
IoT Device Recognition
Intrusion Prevention
Antivirus
Anti-Bot
Anti-Spam
SandBlast Threat Emulation (sandboxing)
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Hé diéu hanh R80

Hé diéu hanh R80 danh cho céc thiét bi Check Point 1500 gitip ting
cuwdng hiéu nang, mang dén cho cac td chirc/doanh nghiép vira va nhé
kha nang bao mat vwot trdi twong tw nhw cac td chirc/doanh nghiép Ion.

e Chinh sach théng nhét: twéng Itra, quan ly (ng dung,
loc web

e Chinh sach dwoc chia thanh céc Layer va cac chinh
sach nhd

e Chinh sach st dung cac déi twong (object): Domain,
Dynamic va th&i gian

¢ T6i wu héa VPN

Hé tro két ndi: cé day, Wi-Fi, xDSL, 3/4G/LTE
LTE la thanh phan co ban cua bat ky két néi WAN nao. Dong
thiét bi Check Point 1500 hé tro 3/4G/LTE

o CAT6

e Hai SIM: nano va micro

e Ang ten LTE: 1x main, 1x diversity
e Twong thich toan cau

B] v P [ ’ v @
STy Managerent Poral i

H6 tro tro trién khai nhanh chéng (Zero-touch), quan ly tw
» Cloud:
. Giao dién Web trwc quan, cho phép trién khai cac thiét bi mot
% céach hiéu qua. Bb sung thém cdng quan tri tap trung trén nén
tang Cloud cho phép quan ly Ién dé&n 10000 thiét bi.

- Heome
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Giam thieu sw phirc tap trong quan ly cac thiét bi bao mat

Viéc cai dat cac thiét bi twong Itra 6 thé hoan tat trong vai phut bang cach str dung cac chinh sach dwoc dinh nghia sin. Dong twéng
Itra Check Point 1500 c6 thé vira dwoc quan ly théng qua giao dién Web vira c6 thé quan ly tap trung théng qua Cloud ctia Check Point
(SMP) hodc qua giao dién quan ly R80

Giam sat va bao cao trwc quan, don gian

Giao dién Web c6 thé hién thdng tin Log, cac may tinh dang ¢
trong hé théng, cung cAp cac bao céo theo gid, theo ngay va theo
thang. Coéng cu phan tich mang cho phép thdng ké cac tng dung,
ngwoi ding str dung nhiéu bang théng nhat. Cong cu phan tich
bao mat cho phép xac dinh ngwdi dung nao truy cap vao cac
Website ¢é do rui ro cao hodc str dung cac trng dung cé dé rui ro
cao.

/L'J’ng dung quan ly trén\

my-office-1550 @)

Event details
thiét bij di dong

(ng dung trén thiét bj di dong cho phép -
giam sat cac sw kién trong hé théng theo F

thoi gian thye, cadnh bao ngwoi quan tri khi w

hé théng gap nguy co, cho phép nguoi Infected device detected
quan tri nhanh chéng chan ding tan cong,
c4u hinh chinh sach bao mat cho nhiéu
thiét bj déng thoi.

The Local
Internet Network

Check Point

1550 Appliance e Giam sat bao mat: xem cac

. K . 4 ' N X N evice mode iPh
thiét bi dwoc két ndi va bat ky Device macel {Phone
m6| de doa néo Operating system i0s

; N L . .. IP address 192.168.253.6
Security updates e Canh bao bao mat theo thi

. s . oz R MAC address F8:38:B0:ECi73:63
gian thwc: vé cac cudc tan cong

. ; Lz . L. , Interface Gatewgy—\D—V'l-.?ya\om
hoac cac thiét bi trai phép wireless (wireless)

e Giam thiéu méi de doa tai chd:

3 Q0 nhanh chong chan cac thiét bj bj O 0Mm O

nhiém
Protected Malware ) o L A
Devices Events e Bdo cao va biéu do thong ké Name Kate Bell
mang: hiéu rd hon vé cac kiéu Phane number 054-82388888
i ,m_ sr dung mang cla ngwoi dung Emall kate bell@checkpoint.com
al

e Quan ly nhiéu céng: quan ly

an ninh trong long ban tay cua 4 Download on the
ban ¢ App Store
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1530, 1550 (Wi-Fi model)

o 802.11n/ac Wi-Fi (optional)
@ usB port

@) 5x 1GbE LAN switch

e 1x 1GbE WAN interface
© Power button

(@ usB-C Console port

@ 12V power connector

1530 1550

Enterprise Testing Conditions

Threat Prevention (Mbps) * 340 450

Next Generation Firewall (Mbps) 2 600 800

IPS Throughput (Mbps) 670 900

Firewall Throughput (Mbps) 1,000 1,000

RFC 3511, 2544, 2647, 1242 Performance (LAB)

Firewall 1518 Byte UDP Packets (Mbps) 2,000 2,000

VPN AES-128 Throughput (Mbps) 970 1,300

Connections per Second 10,500 14,000

Concurrent Connections 500,000 500,000

Software

Security Firewall, VPN, User Awareness, QoS, Application Control, URL Filtering, IPS, Anti-Bot, Antivirus, Anti-Spam and
SandBlast Threat Emulation (sandboxing)

Unicast, Multicast Routing OSPFv2, BGPv4 and 4++, RIP, IGMP

Mobile Access License (Users) 100 remote SNX or Mobile VPN client users

Hardware

WAN Port 1x 10/100/1000Base-T RJ-45 port

LAN Ports 5x 10/100/1000Base-T RJ-45 ports

Wi-Fi (optional) 802.11 b/g/n/ac MIMO 3x3

Radio Band (association rate) One radio band non-concurrent: 2.4GHz (max 450 Mbps) or 5GHz (max 1,300 Mbps)

Console Port 1x USB-C

USB Port 1x USB 3.0

Dimensions

Enclosure Desktop, wall mount

Dimensions (W x D x H) 210 x 160 x 37.5 mm, 8.3 x 6.3 x 1.5 in.

Weight 0.43 kg (0.95 Ibs.)

Environment

Operating / Storage 0°C ~ 40°C / -45°C ~ 60°C (5~95%, non-condensing)

Power Requirements

AC Input 110 — 240VAC, 50 — 60 Hz

Power Supply Rating 12V/3.3A 40W power adapter

Power Consumption (Max) 17.92 (non-Wi-Fi); 21.95W (Wi-Fi)

Heat Dissipation 61.11(non-Wi-Fi); 74.85(Wi-Fi)

Certifications

UL/c-UL 62368-1, IEC 62368-1 CB | EMC, EMI EN55024, EN55032 Class B, VCCI, AS, NZS CISPR 32, IC ICES 03, RSS247,
FCC: Part 15 Class B, C, E | RoHS, REACH, WEEE

Safety | Emissions | Environment

1. Includes Firewall, Application Control, URL Filtering, IPS, Antivirus, Anti-Bot, SandBlast Zero-Day Protection with logging. 2. Includes Firewall, Application Control, IPS with logging.
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1570, 1590 (Wi-Fi, DSL model)

@ 802.11n/ac (Wi-Fi option)

@ 8x 1GbE LAN switch

@ 1x 1GbE copper/fiber DMZ port
@ 1x 1GbE WAN port
@ usB 3.0 port

G xDSL port

o USB-C console port
@ 12V power connector

Enterprise Testing Conditions

1500 Security Gateways | DATASHEET

Threat Prevention (Mbps) * 500 660
Next Generation Firewall (Mbps) 2 970 1,300
IPS Throughput (Mbps) 1,050 1,400
Firewall Throughput (Mbps) 2,800 2,800
RFC 3511, 2544, 2647, 1242 Performance (LAB)

Firewall 1518 Byte UDP Packets (Mbps) 6,400 6,400
VPN AES-128 Throughput (Mbps) 1,950 2,600
Connections per Second 15,750 21,000
Concurrent Connections 500,000 500,000
Software

Security Firewall, VPN, User Awareness, QoS, Application Control, URL Filtering, IPS, Anti-Bot, Antivirus, Anti-Spam and

SandBlast Threat Emulation (sandboxing)

Unicast, Multicast Routing

OSPFv2, BGPv4 and 4++, RIP, IGMP

Mobile Access License (Users)

200 remote SNX or Mobile VPN client users

Hardware

WAN Port 1x 10/100/1000Base-T RJ-45 port

DMZ Port 1x 10/100/1000Base-T RJ-45 / 1x 1000BaseF SFP port (transceiver not included)
LAN Ports 8x 10/100/1000Base-T RJ-45 ports

xDSL Port 1 x RJ11 ADSL2 (Annex A or B) and VDSL2 (up to 17a) port

Wi-Fi (optional)

802.11 b/g/n and 802.11 n/ac wave || MIMO 4x4

Radio Band (association rate)

Two radio bands concurrent: 2.4GHz (max 450 Mbps) and 5GHz (max 1,700 Mbps)

3/4G/LTE (optional with Wi-Fi model)

3/4G/LTE Embedded modem, CAT6 with Main and Auxiliary antennas, Dual SIM (Nano and Micro)

xDSL (optional with Wi-Fi model)

VDSL: G.993.1 (VDSL), G.993.2 (VDSL2), G.993.5 (VDSL2 Vectoring), G.998.4 (G.INP) VDSL2 profiles: 8a, 8b, 8¢, 8d,
12a, 12b, and 17a ADSL: Annex A (POTS), Annex B (ISDN), G.992.1 (ADSL), G.992.3 (ADSL2), G.992.5 (ADSL2+),
Annex M (ADSL2/2+) ,Annex L Reach-extended (ADSL2) Dying Gasp, DSL Forum TR-067, TR-100, TR-114 Conformity

Console Port 1x USB-C

USB Port 1x USB 3.0

SD Card Slot Micro-SD slot
Dimensions

Enclosure Desktop

Dimensions (W x D x H) 210 x 170 x 42 mm, 8.3 x 6.7 x 1.7 in.
Weight 0.87 kg (1.9 Ibs.)

Environment

Operating / Storage

0°C ~ 40°C / -45°C ~ 60°C (5~95%, non-condensing)

Power Requirements

AC Input

110 — 240VAC, 50 - 60 Hz

Power Supply Rating

12V/3.3A 40W power adapter (non-Wi-Fi), 12V/5A 60W power adapter (all Wi-Fi models)

Power Consumption (Max)

26.01W (non-Wi-Fi); 31.28W (Wi-Fi); 35.5W (Wi-Fi-LTE), 37.26W (Wi-Fi-DSL)

Heat Dissipation (BTU/hr)

88.75 (non-Wi-Fi); 106.73 (Wi-Fi), 121.13 (Wi-Fi-LTE); 127.14 (Wi-Fi-DSL)

Certifications

Safety | Emissions | Environment

UL/c-UL,CB IEC,CE LVD 62368-1,CE | VCCI,AS/NZS,FCC,IC Class B,FCC,AS/NZS,CE RED ETSI | RoHS,REACH,WEEE

1. Includes Firewall, Application Control, URL Filtering, IPS, Antivirus, Anti-Bot, SandBlast Zero-Day Protection with logging. 2. Includes Firewall, Application Control, IPS with logging.
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SECURITY APPLIANCES *

1530 Security Appliance

CPAP-SG1530

1530 Wi-Fi Security Appliance

CPAP-SG1530W-xx

1550 Security Appliance
1550 Wi-Fi Security Appliance
1570 Security Appliance

CPAP-SG1550
CPAP-SG1550W-xx
CPAP-SG1570

1570 Wi-Fi Security Appliance

CPAP-SG1570W-xx

1570 Wi-Fi and xDSL Security Appliance
1570 Wi-Fi and LTE Security Appliance
1590 Security Appliance

CPAP-SG1570WDSL-xx
CPAP-SG1570WLTE-xx
CPAP-SG1590

1590 Wi-Fi Security Appliance

CPAP-SG1590W-xx

1590 Wi-Fi and xDSL Security Appliance
1590 Wi-Fi and LTE Security Appliance

CPAP-SG1590WDSL-xx
CPAP- SG1590WLTE-xx

WI-FI REGIONS (replace —xx in the SKU to specify the Wi-Fi region)

USA, Canada change —xx to -US
Europe change —xx to -EU
Japan change —xx to -JP

Australia, Argentina

change —xx to -AU

Israel change —xx to -IL
China change —xx to -CN
India, Chile change —xx to -IN

New Zealand
Latin America, Singapore, Hong Kong, Thailand, Sri-Lanka

SFP Short range transceiver (for the DMZ 1000BaseF port)
SFP Long range transceiver (for the DMZ 1000BaseF port)
SD memory card 32 GB

SD memory card 64 GB

Replacement Wi-Fi Antenna

Replacement LTE Antenna

change —xx to -NZ
change —xx to -LA

ACCESSORIES

CPAC-TR-1SX
CPAC-TR-1LX
CPAC-1500-32GB-SD
CPAC-1500-64GB-SD
CPAC-1500-WIFI-ANTENNA
CPAC-1590-LTE-ANTENNA

Replacement 40W AC Power Supply for 1550 and 1590 Wired

CPAC-1550-PSU

Replacement 60W AC Power Supply for 1570 and 1590 Wi-Fi and Wi-Fi-LTE

CPAC-1590-PSU

Rack Mount kit for the 1500

CPAC-1500/3600-RM-DUAL

ADDITIONAL SOFTWARE BLADES 2

Mobile Access Blade for 50 concurrent connections

CPSB-MOB-50

1 Add a NGFW, NGTP or NGTX subscription. Promotion bundles for 3 and 5 years include the security appliance, support and subscription package (see below). License includes support for

SMP cloud management. 2 Concurrent remote SNX or Mobile VPN client users. The MOB license is additive. The full Mobile Access web portal functionality is not supported.

3 and 5 Year Security Appliance, Support and Services Bundles

Security Appliance (wired, Wi-Fi or Wi-Fi with xDSL or embedded LTE)

NGFW

NGTP NGTX

Premium Support (24 x 7 response, software upgrades and more)
PRO Support option (proactive health monitoring service)

Firewall

VPN

Mobile Access (includes 100 concurrent users in the 1530, 1550 or 200 in the 1570, 1590)
Application Control
Intrusion Prevention System

URL Filtering

€ [€ |[€ [€ |[€ | [ |

Antivirus and Anti-Bot

€ € |€ | | | £ (K

Threat Emulation (sandboxing)

CONTACT US

EMAIL: INFO@CHECKPOINT.COM

| € | | | | £ (K

WEB: WWW.CHECKPOINT.COM
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